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ABSTRACT 

A comprehensive review of quality assurance (QA) across a range of sectors, from 

developing technologies to national standards, is given in this paper. It explores the QA's 

historical background, highlighting how it changed from industrial norms to modern 

international standards. Good Manufacturing Practice (GMP) and Good Laboratory 

Practice (GLP) compliance in the pharmaceutical industry is scrutinized as a crucial aspect 

of quality assurance. After that, the focus of the story moves to how cutting-edge technologies 

like block chain, artificial intelligence (AI), machine learning (ML), robotic process 

automation (RPA), augmented reality (AR), virtual reality (VR), big data, and cyber security 

are transforming quality assurance (QA) procedures. The problems, considerations, and 

integration of big data, AI, and cyber physical systems for manufacturing process 

optimization are discussed in the conclusion. 

 

Keywords:-National Standards, Industry Norms, (GMP), (GLP), Fourth Industrial 

Revolution, Production Optimization. 

 

INTRODUCTION 

Saying that a product satisfies certain 

standards is meaningless unless everyone 

agrees that they are sufficient indicators of 

quality. In response to the need for 

globally acknowledged performance and 

quality indicators, so-called National 

Standards Organizations were established 

and tasked with developing these precise, 

nationally recognized standards. There are 

literally hundreds of commodities for 

which accepted standards have been 

developed, and these national 

organizations are widespread today. 

Actually, the well-known "Kite Mark" 

from the British Standards Institution was 

first used to assure consumers that goods 

had been manufactured in compliance with  

 

the applicable British Standard. In essence, 

the Kite Mark is a way to certify products.  

 

Nevertheless, consumer demand was not 

the only factor in the establishment of 

national standards. Industry "norms" or 

standards were developed as early as the 

Victorian era for criteria such as screw 

threads, pipe widths, and other 

requirements, when it was recognized that 

some kind of uniformity was required for 

the survival of British industry. Together 

with the creation of these standards came 

the concept of "inspection," and to carry 

out this function and guarantee that 

products were manufactured in compliance 

with accepted norms and standards, 
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professional associations such as the 

Institute of Engineering Inspectors 

(founded in 1922)—currently called the 

Institute of Quality Assurance—were 

founded.[1] 
 

Every industry sector, including 

engineering, pharmaceuticals, food and 

beverage products, and others, recognizes 

the critical need for quality assurance. Any 

field that deals with quality needs to have 

high standards for product safety and 

efficacy. This is why quality assurance 

(QA) is often cited as a crucial component 

of quality assurance. Nothing will validate 

or authorize the marketing of a product to 

the general public if it is not safe for use.  

 

Examining the area of focus that we are 

going to talk about, the pharmaceutical 

sector is known for producing drugs that 

both people and animals use on a regular 

basis. Since taking pharmaceuticals is 

essential and necessary in our lives, the 

product's quality must be of the highest 

caliber to guarantee that it won't hurt us. 

As everyone is aware, drugs are used to 

treat diseases and illnesses of the body. 

Consequently, if the quality is not upheld 

to the required standards, the drug may 

also be detrimental to the body. 

 

One of the most crucial aspects of quality 

assurance is good manufacturing practice 

(GMP) and good laboratory practice 

(GLP). All methods and procedures used 

should adhere to these standards. In order 

to prevent issues with the product or the 

manufacturing process, GMP makes sure 

that the product is made in accordance 

with the standards. The pharmaceutical 

business needs approval from the 

authorities to continue production, and 

these authorities are more critical of the 

GMP practices employed. GLP is a crucial 

component for employees involved in 

laboratory and analytical activities. The 

GLP criteria should be adhered to by all 

procedures and SOPs. This also applies to 

the paperwork, which must adhere to the 

appropriate standards.
 [2] 

 

EMERGING TECHNOLOGIES 

OVERVIEW 

The results of organizations and 

individuals are improved by emerging 

technologies including artificial 

intelligence (AI), block chain, virtual 

reality (VR), robotics, the Internet of 

Things (IoT), and quantum computing, 

which are driven by data analytics, 

machine learning (ML) algorithms, and 

automations.  

 

Emerging technologies have the potential 

to significantly improve business 

performance, and management literature 

recognizes this and encourages researchers 

to use them to create theories. By 

demonstrating causal linkages, data 

science can help researchers in 

management research come up with better 

answers to long-standing concerns. 

Organizational behavior (OB) is still 

relatively new to these technologies, but 

there is already a lot of exciting potential 

for research in this field. 

 

Lack of experience with data science, 

machines, and the intricacies of coding and 

mathematical modeling may be the root of 

current obstacles in OB research with 

future technologies. Additionally, a large 

portion of the research conducted in OB 

today is deductive and theory-driven. 

Theories and phenomena with gaps and 

ambiguities have a greater impact on 

theory-focused approaches than do 

individual experiences. Technology has 

been identified as a psychological concept 

that would benefit from a revised research 

agenda in theory-heavy OB scholarship. 

This is because of the abundance of data 

and improved algorithmic capabilities that 

are currently available. An appropriate 

balance and integration of theory and data 

can help reveal the intricate complexities 

of employee behaviors. 
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Two aspects are considered to be part of 

technology-oriented research in OB for the 

purposes of this study. The first part is 

investigating emerging technologies in the 

context of organizational behavior (OB), 

including decision-making, identity, trust, 

bias, leadership, and so on. The second 

part is implementing sophisticated data 

analysis methods. This post provides 

recommendations to help condense the 

conceptual black box and describes a 

framework with white, black, and grey 

boxes after reviewing relevant literature
. [3] 

 

ARTIFICIAL INTELLIGENCE AND 

MACHINE LEARNING IN QUALITY 

ASSURANCE 

With the ability to improve the quality and 

efficiency of patient treatment, machine 

learning (ML) holds great promise for 

revolutionizing the area of radiation 

oncology in many procedures and 

workflows. In order to ensure that patients 

receive the recommended treatment 

accurately and to prevent errors, quality 

assurance (QA) is required at every stage 

of the integrated process involved in the 

delivery of radiation. Numerous proofs of 

concept have been generated recently in 

the QA field of machine learning research, 

several of which show promise. The 

machine learning applications in 

radiotherapy quality assurance are 

reviewed in this paper. 

 

The first thing we try to figure out is why 

we want to use machine learning for 

radiation quality assurance. Machine 

learning is the process of automatically 

finding significant patterns in data. It has 

developed into a significant field of study 

and a standard instrument in many 

radiation procedures over the last few 

years. Our review paper will concentrate 

on the use of machine learning in quality 

assurance. The American Association of 

Physicists in Medicine (AAPM) Task 

Group (TG) 100 states that, as medical 

physicists, we execute an increasing 

number of quality assurance (QA) jobs in 

our everyday work. It is crucial to 

prioritize these duties in order to provide 

the safest therapy possible. 
[4] 

 

ROBOTIC PROCESS AUTOMATION 

(RPA) 

Quality assurance (QA) is changing as a 

result of new techniques and technologies. 

Organizations need to adopt an automated 

and agile QA and testing strategy to 

provide timely releases without 

compromising quality, given the 

increasing need for faster deployments and 

shorter time-to-market. Because it is easy 

to install and uses software bots to lower 

operational costs while boosting efficiency 

and accuracy, organizations are rapidly 

adopting robotic process automation 

(RPA) as a crucial component of digital 

transformation. A new era of enterprise 

automation driven by AI and ML is thus 

being ushered in via RPA, and one 

essential automation candidate is quality 

assurance.  

 

THE ADVANTAGES OF USING RPA 

IN QUALITY ASSURANCE 

PROCESSES 

Software robots are used by RPA to 

automate repetitive and menial 

organizational tasks, freeing up staff 

members' time for more complex work. 

Furthermore, RPA has demonstrated a 

considerable reduction in expenses and 

errors, along with increased accuracy and 

efficiency. Quality assurance is one area in 

which RPA can have a very big impact. 

The process of developing new products 

requires quality assurance since it 

guarantees that the final product will either 

meet or surpass client expectations. On the 

other hand, conventional quality assurance 

procedures can be costly, time-consuming, 

and prone to mistakes.  

 

Data entry, testing, and reporting are just a 

few of the repetitive tasks that businesses 

may automate by integrating RPA into 
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their quality assurance procedures. By 

doing this, errors and flaws are less likely 

to occur, saving time and money and 

enhancing accuracy and consistency.  

 

Software application testing, for example, 

can be carried out using RPA. 

Conventional testing techniques can be 

prone to human error and frequently 

involve a large amount of physical labor. 

From data entry to test execution and 

reporting, RPA can automate the whole 

testing process, saving a ton of time and 

effort while enhancing accuracy and 

consistency. 
[5] 

 

BLOCK CHAIN IN QUALITY 

ASSURANCE 

In block chain technology, quality 

assurance is confirming the dependability, 

security, and functionality of block chain 

systems and apps. This includes 

thoroughly testing the consensus 

mechanism, data storage, and transaction 

processing, among other components. QA 

ensures that block chain systems fulfill the 

necessary requirements by upholding strict 

standards for functionality, security, and 

performance. 

 

Importance of Quality Assurance in 

Block Chain Technology 

In the early stages of block chain 

technology, there are many worries about 

security and dependability. By using a 

methodical and exhaustive approach to 

testing and verifying system components, 

quality assurance (QA) in block chain 

technology tackles these issues. In addition 

to improving security and dependability, 

QA speeds up development, lowers the 

chance of security lapses, and improves 

system performance in general. [6] 

 

AUGMENTED REALITY (AR) AND 

VIRTUAL REALITY (VR) 

As the final stage of the development 

process, quality assurance (QA) is 

traditionally regarded as involving a set of 

test scripts that assess the functionality, 

performance, dependability, compatibility, 

usability, security, maintainability, and 

portability of a product. However, 

immersiveness—a new quality paradigm 

introduced by AR, VR, and MR—cannot 

be programmatically assessed. The end-

user's experience must be immersive since 

AR, VR, and MR combine the real and 

virtual worlds in novel ways. 

 

In particular, VR aims to completely 

immerse the user, so careful testing is 

necessary to ensure that even the smallest 

of bugs don't ruin the experience. 

Augmented reality (AR) apps overlay 

virtual things on the actual environment, 

and any defects in this context can have a 

detrimental effect on both the product and 

the user experience. With mixed reality 

(MR), the user experiences both the real 

and virtual worlds, where digital and 

physical objects coexist in real time. 

Undiscovered bugs might lead to an 

unrealistic user experience. Because VR 

products are fully immersive, there may 

occasionally be detrimental physical 

effects for users.  

 

The worst-case conditions include 

migraines, vertigo, seizures, eye strain, and 

other symptoms that need to be looked at 

further when the patient is being tested. 

Although complete immersion is ideal, it is 

crucial to minimize any user discomfort in 

order to reduce the firm's responsibility in 

developing the product. [7] 

 

BIG DATA IN QUALITY 

ASSURANCE 

Quality assurance (QA) is the process of 

identifying and preventing errors or flaws 

in software or goods that are made, as well 

as preventing issues when solutions or 

services are provided to clients. But 

because of the four big data features, big 

data applications provide significant 

difficulties for QA technologies as 

compared to typical software systems. QA 
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issues for big data applications are 

currently being illustrated by numerous 

academics.  

 

For instance, because of the vast volume of 

data and the timeliness feature, it is 

challenging to assess the functionality, 

availability, and accuracy of a big data 

prediction system. It is highly challenging 

to maintain scalable big data 

recommendation systems because of their 

volume and variety of attributes. As a 

result, big data application quality 

assurance systems are currently a popular 

area of study. [8]
 

 

CYBER SECURITY IN QULITY 

ASSURANCE 

Unquestionably, cyber security is a top 

issue for businesses all around the world in 

a time when ransomware attacks, data 

breaches, and other cyber threats are all 

too common. Firewalls, encryption 

techniques, and other technology measures 

are frequently highlighted while talking 

about cyber security. Still, quality 

assurance (QA) is important, if not 

indispensable, in the cyber security space. 

Let us examine the role that quality 

assurance (QA) plays in strengthening an 

organization's cyber security posture. 

 

QA teams have a high degree of 

proficiency in identifying potential 

security holes in systems through rigorous 

testing procedures. Organizations can 

proactively address possible security 

vulnerabilities by identifying weak areas 

early in the software development life 

cycle (SDLC). 

 

A wide range of testing techniques, 

including security testing, is included in 

quality assurance (QA). It is not limited to 

functional testing alone. To make sure 

software is resistant to assaults, techniques 

including penetration testing, vulnerability 

scanning, and security audits are 

sometimes used. 

Making sure user data is secure is a crucial 

component of cyber security quality 

assurance. This includes making sure data 

transfer is protected against possible 

interceptions, verifying safe data storage, 

and evaluating encryption methods. 

 

QA makes sure that cyber security is an 

essential part of software development and 

not an afterthought by incorporating 

security issues into the SDLC. The 

necessity of implementing security early 

and consistently throughout the SDLC is 

emphasized by this shift-left methodology. 

[9]
 

 

CHALLENGES AND 

CONSIDERATIONS 

It is now possible to get data that has never 

been known before by utilizing fourth-

generation industrial revolution equipment 

and techniques. This opens up new 

possibilities for production process quality 

in the quality field. Undoubtedly, the 

scope of prospects will increase with the 

development of new techniques and 

technology. We will soon be able to 

predict with accuracy how often 

technological products, equipment, and 

material handling machinery will make 

mistakes. As a result, we will be able to 

stop them. The following reasons will 

cause a constant increase in the efficiency 

of managing a flexible production system 

through the use of cyber physical systems, 

big data, and artificial intelligence: cutting 

down on material handling routes, 

lowering the likelihood of failure, 

establishing the best possible production 

planning, and guaranteeing communication 

between production system objects.  

 

Determining where, how, and what kind of 

data must be gathered, as well as how they 

will be used, is the most crucial question. 

In actuality, the surroundings of the things 

used in manufacturing as well as the 

production sites contain the necessary 

information. Examples of crucial data that 
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must be gathered and potential uses for 

them will be shown in the section that 

follows. Machines for handling materials: 

Managing logistics jobs with the greatest 

possible availability and the least amount 

of material handling routes and time is the 

aim of operating material handling 

machines. Gathering the newest data 

shown below can help with this: 

 

 The temperature of the route 

(which affects duct planning), 

 The environment's temperature and 

humidity (which affect duct planning),  

 Forces applied to material handling 

equipment and delivered goods (influences 

duct planning); 

 Tire atmospheric pressure 

(influences duct planning); part life 

(influences duct planning); 

 Vibration frequency of selected 

parts (influences duct planning); 

 Moisture monitoring of selected 

parts (influences duct planning). 

Technology: The primary objective while 

utilizing technology, as it pertains to 

material handling equipment as well, is to 

guarantee maximum availability. 

Furthermore, attention is also focused on 

maintaining an appropriate level of 

operation. 

 Factors such as atmospheric 

pressure, 

 The amount of current required for 

operation (which affects how optimally 

equipment operates), 

 Environment temperature and 

humidity (affects how optimally 

equipment operates), 

 Forces applied to the product 

(affecting its quality), 

 Forces on the operating tool 

(affects maintenance planning), 

 Life expectancy of technological 

equipment parts (affects maintenance 

planning), 

 Vibration frequency by specific 

parts (affects maintenance planning), 

 Information gleaned from the 

carried-out operation (to verify that the 

required specifications were met). One 

outcome of obtaining data that is not yet 

understood is the implementation of new 

online data transfer technologies and data 

collection apparatuses. The equipment 

must be linked to the raw material or the 

person or machine transporting it. The 

following qualities are expected of a data 

collection device: it should be damage-

resistant; it should have the ability to be 

recycled; it should be able to transmit data 

continuously; it should ensure that data 

can be transported over long distances; and 

it should have an integrated charger.[10] 

 

CONCLUSION 

This review concludes by shedding light 

on the complex terrain of quality assurance 

(QA), which includes norms unique to the 

industry, historical underpinnings, and the 

revolutionary potential of emerging 

technology. The progression of quality 

assurance (QA) from national standards to 

modern global benchmarks highlights the 

ever-changing nature of QA in 

guaranteeing product safety and 

effectiveness. Maintaining the highest 

level of product quality is standardized by 

the pharmaceutical industry's adherence to 

Good Manufacturing Practice (GMP) and 

Good Laboratory Practice (GLP). 

 

A new age in quality assurance procedures 

is being heralded by the integration of 

emerging technologies, including robotic 

process automation (RPA), block chain, 

artificial intelligence (AI), machine 

learning (ML), augmented reality (AR), 

virtual reality (VR), big data, and cyber 

security. Along with improving 

productivity and precision, these 

technologies also solve problems brought 

on by the Fourth Industrial Revolution. 

 

The assessment emphasizes the need for 

strategic data collection and usage while 

acknowledging the difficulties and factors 
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to be taken into account in light of these 

improvements. Big data, AI, and cyber 

physical systems integration are the keys 

to production process optimization and the 

ongoing development and enhancement of 

quality assurance across a range of 

industries. 

 

To put it briefly, quality assurance (QA) is 

positioned as an adaptable and necessary 

part of maintaining product quality, safety, 

and compliance in an ever-evolving 

industrial landscape by synthesizing 

historical concepts with cutting-edge 

technologies. 
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